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1 Backup/Restore of Microsoft SQL Server 7.0 / 2000 / 2005 / 2008

This chapter will describe in detail how to use Lokkbox OBM to backup your Microsoft SQL Server 7.0
/2000 / 2005 / 2008 server and how you can restore your Microsoft SQL Server 7.0 / 2000 / 2005 /

2008 server from the backup files.

1.1 Requirements

i. Lokkbox OBM must be installed onto the computer running Microsoft SQL Server.

ii. Data from Microsoft SQL Server will be backed up to a temporary directory before
they are sent to Lokkbox OBS. Please make sure you have sufficient space on your
computer to store these data when you run the backup job.

1.2 Overview
Lokkbox OBM will backup your Microsoft SQL Server database(s) by taking the following steps:

i. Before running any backup activities, Lokkbox OBM will run all Pre-Commands of
the backup set.

ii. For each database that is to be backed up, Lokkbox OBM will issue a database /
transaction log backup command to Microsoft SQL Server to backup each database
to a Microsoft SQL Server database backup file (*.bak file) and save it in the

temporary directory you specified.

ii. After all *.bak files have been spooled to the temporary directories, Lokkbox OBM
will run all Post-Commands of the backup set.

iv. Upload all files copied to the temporary directory to Lokkbox OBS.

v. Remove temporary files from the temporary directory.

1.3 How to backup Microsoft SQL Server database(s)

Please follow the instructions below to backup your Microsoft SQL Server databases using Lokkbox
OBM.
i. Open Lokkbox OBM
ii. Create a backup set
a. To start setting up backup sets, click the
dialog.
b. On the left panel, press the = button to create a new backup set.
c. On the dialog, choose [MS SQL Server Backup] as the [Typel].

button to open the [Backup Setting]
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New Backup Set Wizard B3

i Backup Set

Name . New Backup Set

Type: File Backup 5
File Backup -
Lotus Domino Server Backup
Lotus Notes Client Backup
M3 Exchange Server Backup
MS Exchange Mail Level Backup

MS SQL Server Backup

MySQL Backup
Qracle Datahase Server Backup ¥

Next » Cancel E3

d. Enter a name for your backup set

New Backup Set Wizard B3

#; Backup Set
Name . New Backup Set

Type: MS SOL Server Backup v
Mgt

Server: QC-W3X-5QL05 v
LoginID: sa

Password . *

MNext » Cancel 3

e. Enter the Microsoft SQL Server administrator username and password
f. Select the database(s) you want to backup
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New Backup Set Wizard E3

= j Microsoft SQL Server (QC-W3X-SQL0S)
= @d (localy
O (@ master
O @ tempdb
¥ [l maodel
=0 1l msdb

4 Previous MNext » Cancel E3

g. Set the backup schedule for full database backup and transaction log backup

Backup f. Add new backup schedule R x| x|

v/ Run sched MName: Backup Schedule|
2, Backup
® Database - Complete
Database - Differential
Transaction Log

& Type
Daily ¥
Backup everyday
) Time
At v

Start: 23 v 00 ~
Stop : on completion (Full Backup)

0K Cancel B |Cancel £3

(Note: You can have more than one schedule in a backup set, i.e. you can
perform intra-day transaction log backup by adding more than one daily
transaction log backup schedule to your backup set)
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h. Set the encryption algorithm, encryption mode and encrypting key for this
backup set

New Backup Set Wizard i x|

(& Encryption
Default
® Custom

Do not use encryption
Algorithm : Twofish
Mode : @ ECB

CBC
Key Length : 128 hits

® 256 bits

Encrypting key : EEEERTEER:
Confirm Encrypting Key . *

4 Previous oK 2 Cancel 3

(Hint: For maximum security, please select AES (Advanced Encryption
Standard) Algorithm, CBC (Cipher Block Chaining) mode and use an encrypting
key with more than 8 characters.)

iii. Run Backup

a. Press the [Backup] button on the main page of Lokkbox OBM dialog.

b. Select the backup type (e.g. Complete, Differential, Transaction Log) you would
like to perform. Select the backup set you want to run and select [Online Backup
Service] to start backing up your files to Lokkbox OBS. If applicable, you can
change the In-File Delta Type also.
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BackupOptions &
[f* Backup Set
obm-win-mssql-test1 .2
f?: Backup

® Datahase - Complete
Database - Differential
Transaction Log

& Backupto
@ Offsite Backup Server

Lacal Hard Disk (Seed Load Utility)

4, In-File Delta Type
e Full

Differential
Incremental

oK 9 Cancel B3 = Options

c. Click [OK] to start backing up your files to Lokkbox OBS.
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1.4 How to restore Microsoft SQL Server database(s)

Please follow the instructions below to restore your Microsoft SQL Server databases from Lokkbox
OBS.
i. Download the backup files (.bak) from Lokkbox OBS
Please refer to the document ‘Restoring files’ available on www.lokkbox.com for
information on how to download backup files from Lokkbox OBS.
ii. Open Microsoft SQL Enterprise Manager
You can open Microsoft SQL Enterprise Manager from [Start Menu] -> [Program] ->
[Microsoft SQL Server] -> [Enterprise Manager]
iii. (Optional) Restore “master” database
You need to restore “master” database if you:
d. are rebuilding all your databases from scratch
have changing any server-wide or database configuration options
have added logins or other login security-related operations.
have created or removed logical backup devices.
have configured the server for distributed queries and remote procedure calls,
such as adding linked servers or remote logins.

SQ o

You do not need to restore your master database if you just want to restore a user
database. For more information on Microsoft SQL Server “master”’ database, please
visit http://www.microsoft.com/sql/.

To restore “master” database, please do the following:
i. Start Microsoft SQL Server in “Single User Mode”

1. Right click your Microsoft SQL Server and select [Properties].

2. Press the [Startup Parameters] button.
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SqL Server Properties - WIN200DO-EN i
Connections | SewerSetings |  Database Settings |
General Memoy | Processor | Secuity
@ Name: WINZ0000EN
Product SOL Server Enterpise:
Operating system: Windows NT -5.0(215)
Product version 700823
Language: Engish (United States)
Platform: NT INTEL %86
05 memoy 256(ME)
Processors 1
Root diectory: FAMSSOL7
Code page: CP1252

= ¥ Wutostart SOL Server|

] Aushrsil Seve;

Z=) I Autostant SOL Server Agent

I Autostatt MSDTC
Staitup parameers.
0K | Cancel | ey | Heb

3. Add a “-m” parameter to the [Startup Parameters].

meters - TESTING-2000

Parameter

-dC:\Program Files\Microsoft SOL Server
-eC:\Program Files\Microsoft SOL Server
-IC:\Program Files\Microsoft SOL Servert

KN I i1

] | Cancel I

-m
I Hemove |
Existing parameters

Help

4. Restart Microsoft SQL Server.

From [Enterprise Manager], right click your Microsoft SQL Server and select

[Stop] and then [Start].

"Tii SQL Server Enterprise Manager - [Console Root'Microsoft SQL Servers\Sg

Console  Window Help

=101

|| action view Took || & = |

XED @)

ERER ]

Tres | | WINZOODD-EN (Windows NT) 5 Items

Console Root

Hicrosoft S Servers | Getting Started Taskpad

3 sQL server Group

y MNew SQL Server Reqgistration...
Edit SQL Server Registration properties...
Delete SQL Server Registration

Dat

Disconnect

Stop

Pause

Start
U mew »
Dat il Tasks »
Mar
Sect  View »

®-_1Sup  Mew Window from Here

Delete
Refresh

Properties

Help

&

%

export data

set up your monitor your import or
database SQL Server
solution
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"Hi SQL Server Enterprise Manager - [Console Root'Microsoft Si Sery

=10l

;‘fn Console  Window Help

IS

|| acion vew Took || & = |

Tvee{ | SQL Server Group 1 Item
1 Console Root w’ii
& ) Meroscft S Servers =9

Server Group: WINZ0000-EN

.bm New SQL Server Registration...

(cc Edit SQL Server Registration properties. ..
Delete SQL Server Registration

Connect

Mew »
All Tasks »

New Window from Here

Delete
Refresh

7] Properties

Help

Restore “master” database

1. From [Enterprise Manager] -> [Tools] -> [Restore Database].

QL Server Enterprise Manager - [Console Root\Microsoft

=10fx|

Console  Window Help

| acion vew Took || & = @@ XE R @ ||| PO @G

DRETE|

“:"ee [ Data Transformation Services » (Windows NT) 5 Items

|_] Console Roat
= Microsoft 5

Job Scheduling...
Replication »

Started Taskpad

SQLSe RS s
= FRIR  SQL Server Query Analyzer
(2 SQL Server Profiler
atab i ot
Wizards...

Database Maintenance Planner. ..
Backup Database... .
Restore Database. ..

SQL Server Configuration Properties...
Manage SQL Server Messages...

External Tools...
Options...
Font...

[Terming

2. Select [master] in the [Restore as database] drop down list.

3. Select the [From device] radio button.

4. Press the [Select Devices] button.
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Restore database

General ! Options |

B Restore as database:  |master _VJ

Restore: " Database " Filegroups or files @ From device

1~ Param

| Devices:

¢ Restore backup set

¢ Database - complete
€ Database - differential
€ Transaction log

" File o filegroup [—-W

¢ Read backup set information and add to backup history

0K t Cancel I Help |

5. From the [Choose Restore Devices], press the [Add] button.

Choose Restore Devices B Xl

Z ‘when the backup is restored, SAL Server will attempt to restore from the
& :i‘ devices listed below.

Backup set: i[U nknown]
Restore from: * Disk C Tape
Device name
]
Media verification option

T~ Only restore from media with the following name:

OK Cancel

6. From the [Choose Restore Destination] panel, press the [...] button to choose
your master backup (*.bak) from your backup files.

Choose Restore Destination : it .Z(J

Choose the file name or backup device to use for the
restore operation. Backup devices can be created for files
that you use frequently.

bl 1

7 File name:! IF:\MSSQL?\BACKUP\ _.J
K|

¢ Backup device: |

Cancel

7. Press the [OK] button, to start restoring the “master” database.
k. Restart Microsoft SQL Server in “Normal Mode”

1. Remove “-m” parameter from the [Startup Parameters] as in previous step.
2. Restart your Microsoft SQL Server as in previous step.

iv. (Optional) Restore “model”, “msdb” and “distribution” database
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You need to restore “model” database if you have changed the database template of
your SQL Server.

You need to restore “msdb” database if you have changed the scheduling
information or you want to restore the backup and restore history of your databases.

You need to restore “distribution” database if you are running the replication
components of SQL Server.

You do not need to restore these databases if you just want to restore a user
database. For more information on Microsoft SQL Server “model”, “msdb” and
“distribution” database, please visit http://www.microsoft.com/sql/.

You need to restore each of these databases one by one. To restore any of these
databases, please do the following:

From [Enterprise Manager] -> [Tools] -> [Restore Database].

Select the database to be restored in the [Restore as database] drop down list.
Select the [From device] radio button.

Press the [Select Devices] button.

Press the [...] button to choose your backup files (*.bak) for the database to be
restored.

Press the [OK] button.

©Qo 0o

—n

v. Restore user database(s)
For each of the database you would like to restore,
a. From [Enterprise Manager] -> [Tools] -> [Restore Database].

b. Select the database to be restored in the [Restore as database] drop down list.
c. Select the [Database] radio button.

Parameters

Showbackupsof desbece: | - |

First backup to restore: |13/1 1/2001 18:52:43 - _'__]
I™ Poitinfime re |
Restore | Type | Backup set date | Size | Restore from | Backup set name
Vi85 13/11/2001 1 OKb C:AMSSOL.
| | |
0K | Cancel | Hep |

d. From the [Show backups of database] drop down list, select the database to be
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restored

e. From the [First backup to restore] drop down list, select the snapshot of the
database you would like to restore to. You can restore your database to the
snhapshot of your database at any point of the time between the time you did
your full backup and the time you did your last subsequent backup.

f. Change the [Restore From] entry. If you backup files (*.bak) are not in the
default directory, you need to update the full path to your backup files by
pressing the [Properties] button.

g. Press the [OK] button

vi. All database(s) restored successfully
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