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IS ONLINE BACKUP SECURE?

Important questions, reliable answers.

When considering an online backup strategy, 
many companies are asking the question: ‘How 
secure are the backups that I am performing?’.  
This is a legitimate and valid question as every 
entity should be ensuring that the online backup 
service they are considering has sufficient 
controls, security measures and safeguards in 
place to protect their data from every eventual­
ity.  LokkBox from the very beginning, has taken 
pride in offering our clients the very latest and 
the most secure online backup offering on the 
market.
 

Secure 128­bit SSL communication

All communications between LokkBox and your 
computer are transported in a 128­bit SSL 
(Secure Socket Layer) channel. Although all your 
backup files travel through a public network 
(internet), eavesdroppers have no knowledge of 
what has been exchanged.  Not all online backup 
providers offer this security guarantee.

Backup data are securely encrypted

All of your files are first zipped and encrypted 
with your defined encrypting key before they are 
sent to the LokkBox backup server. To all people 
but you, your files stored with LokkBox are no 
more than unreadable files with random con­
tent.

Encryption keys are well protected

The encryption key used to encrypt your files 
resides only in your account and is known only to 
you. It is never transmitted anywhere across 
the network. Thus, even the LokkBox administra­
tors will not be able to decrypt and view the 
content of your files stored on the backup 
server without your permission. This unfortu­
nately means if the encryption key is lost, you will 
never be able to recover your backup files but 
this (and we think you will agree) is the level of 
security that you should expect from an online 
backup service.
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The best encryption algorithm is used

Currently, the algorithm that we are using to 
encrypt your files is 128­bit Twofish. It is a block 
cipher designed by Counterpane Labs. It was also 
one of the five Advanced Encryption Standard 
(AES) finalists chosen by National Institute of 
Standard and Technology (NIST). It subjects to 
frequent public reviews but no known attack 
against this algorithm has been reported.

8.77 x 10(17) required years to crack the 
128­bit encryption

A 128­bit key size has 2128 or around 3.4 x 1038 
possible combination. Even if you have the 
world’s best super computer, it would take 8.77 
x 10(17) years to test all combinations.  To use a 
brute force attack (checking all combinations) on 
this encryption algorithm. It would take:

3.4 x 1038
­­­­­­­­­­­­­­ seconds ~ 2.76 x 1025sec 
12.3 x 1012

i.e. 876530835323573935 years or 8.77 x 
10(17) years to successfully try all combinations. 

You can be sure that your data stored on our 
server is 100% secured.

Restrict access to data by IP addresses

You can also restrict access to your backup files 
from the set of IP addresses you define.  This 
special feature must be requested directly to the 
LokkBox team as we take every precaution to 
ensure that the addresses are validated.

 If someone tries to access your data from an IP 
address not on your defined list, their access will 
be denied. This additional security measure 
ensures that backed up files are not available for 
retrieval, even when the username and password 
are known. 
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